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(54) FINGERPRINT AUTHENTICATION DEVICE 



(57) Abstract : 

PROBLEM TO BE SOLVED: To enhance security of a mobile radio 
terminal or the like by authenticating a fingerprint with a simple 
operation. 

SOLUTION: A power switch 1 of a mobile radio terminal is provided 
with a fingerprint read section 2. When the power switch 1 is 
depressed, a fingerprint is authenticated and when the fingerprint 
is coincident with a fingerprint registered in a fingerprint 
registration section 3, the mobile radio terminal can be operated. 
Furthermore, a voiceprint picked up by a microphone 6 is collated 
with a voiceprint registered in a voiceprint registration section 7 
and when they are coincident, a speech is made available. When a 
prescribed time elapses after the start of speech, a timer section 
9 turns off the power. Even when the terminal in an operating state 
is missing or stolen, illegal use of the terminal can be prevented. 
The fingerprint can be authenticated with a simple operation of 
depression of the switch 1, and the security of the mobile terminal 
is enhanced. Or a multi-stage switch is used for a speech switch, 
it is configured such that half-depression causes fingerprint 
authentication and full-depression starts a speech. 
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* NOTICES * 



Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer.So the translation may not reflect the original precisely. 

2. **** s fo ows the word which can not be translated. 

3. In the drawings, any words are not translated. 



CLAIMS 



(57) [Claim(s)] 

[Claim 1] Fingerprint authentication equipment characterized by providing the following. The fingerprint read station prepared in the 
electric power switch or the switch of operation of electronic equipment. The fingerprint registration section which can register two or 
more men's fingerprint. The fingerprint authentication section which compares the reading fingerprint data and the registration 
fingerprint data of the aforementioned fingerprint registration section which were read by the aforementioned fingerprint read station. 
A means to operate the aforementioned electronic equipment based on the comparison result of the aforementioned fingerprint 
authentication section, The means which will turn OFF a power supply if the aforementioned electronic equipment carries out after [ a 
start of operation ] fixed time progress, the difference of a means to recognize the person registered into the fingerprint registration 
section as a person who used the aforementioned electronic equipment based on the comparison result of the aforementioned 
fingerprint authentication section, and the aforementioned registration fingerprint data and the aforementioned reading fingerprint data 
— a means to ask for data, and the above -- difference — a means to generate a random number based on data 
[Claim 2] Fingerprint authentication equipment according to claim 1 characterized by establishing a means to attest a partner's digital 
signature while generating a digital signature using the aforementioned random number. [Claim 3] Fingerprint authentication 
equipment according to claim 1 characterized by establishing a means to perform key share processing using the aforementioned 
random number. [Claim 4] Fingerprint authentication equipment according to claim 1 characterized by establishing a means to 
perform encryption processing by public key encryption using the aforementioned random number. [Claim 5] Fingerprint 
authentication equipment according to claim 1 which considers the aforementioned telephone call switch as a multi-stage switch, and 
is characterized by establishing fingerprint authentication, a means to perform random number generation, and the means that enables 
communication of the aforementioned mobile radio terminal based on the result of fingerprint authentication in all the push states of 
the aforementioned telephone call switch in the half-push state of the aforementioned telephone call switch. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 

3.1n the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 

[ 0001 ] 

[The technical field to which invention belongs] this invention relates to the fingerprint authentication equipment which generates a 
random number especially based on a user's fingerprint about the fingerprint authentication equipment used for a mobile radio 
terminal etc. 

[ 0002 ] . 

[Description of the Prior Art] After conventional fingerprint authentication equipment turns on the electric power switch of a device, a 

finger is applied to fingerprint authentication equipment, fingerprint authentication is performed, and if authentication is passed, a 

device will operate. Or the electric power switch of a device is always turned on [ it ], if fingerprint authentication is passed, a switch 

of operation will become effective and a device will operate. 

[0003] The radio terminal as shown in draw i n g 3 is indicated by JP, 10-5 1441, A. This is a radio terminal which has the advanced 
security function which cannot always perform a user's fingerprint collating during use, and only the specified user can use. The 
fingerprint of the finger which pushed the communication button is incorporated as a user fingerprint in the fingerprint taking-in 
section, this user fingerprint is collated with a registration fingerprint in the fingerprint discernment section, and it discriminates 
[ coincidence or ] whether it is inharmonious. A communication switch detects that the communication button is pushed and 
communication is made possible a condition [ this ]. When a registration fingerprint and a user fingerprint are inharmonious, the 
communications department ends communication. 

[0004] The portable telephone is indicated by JP,6-284182,A. This is the radio formula portable telephone which the person who 
gathered can connect to an original user easily, when sufficient security function make it not make men other than an original user use 
is had and dropped. A security control section controls the fingerprint reading section, the fingerprint registration section, a fingerprint 
collating comparator, and the fingerprint temporary storage section, and makes registration of a fingerprint, and collating perform 
according to operation of a security button and an electric power switch, and performs the change of a security state and a security 
release state. Moreover, whenever the button for an emergency call is pushed, in two or more emergency call places, emergency call 
control means switch the emergency call place which carries out call origination to the high order of priority, display an emergency 
call place on a display, control a telephone function part, and it carries out call origination to the telephone number of the emergency 
call place read from the telephone number storage section for an emergency call. 

[0005] Cellular-phone equipment is indicated by JP, 5-95329, A. As compared with the information which read a specific user s human 
body-information (fingerprint) by the fingerprint read station, and memorized it beforehand, this is cellular-phone equipment which 
makes the transceiver section operating state, when in agreement. A vocal parameter can also be compared instead of a fingerprint. 
[0006] The personal computer system is indicated by JP,10-1984453,A. Replace a password input with fingerprint collating and a 
substantial security function is aimed at, and also this is carrying a finger sensor in a system, and automation of an environmental 
setup by the user individual etc. is the personal computer system which realized the high usage of versatility. The finger data extracted 
by the finger sensor are incorporated to a system, the environmental setting data defined are generated the whole finger data, and it 
registers as a database (finger registration environmental setting table), when there is a finger entry of data, comparison collating with 
a database is performed, and automatic setup operation is carried out according to the environmental setting information registered by 
the result of the comparison collating. 

[0007] 

[Problem(s) to be Solved by the Invention] However, with conventional equipment, it is only attesting an individual by fingerprint 
collating, and fingerprint data were not utilized enough. Therefore, since the method of raising security using many equipments had to 
be taken,' there was a problem that the cost of equipment became high. Moreover, in the case of a mobile radio terminal, only 
discernment of the terminal unit itself was completed but there were who a user's being and a problem of not being discriminable. 
[0008] Moreover, although the magnetic card is used and management which is charged for every section using an authentication 
result was performed by electronic equipment other than a mobile radio terminal, for example, a copy machine, in order to attest a 
user, there was a problem that it was difficult to prevent the unauthorized use by loss, unapproved borrowing, etc. of a magnetic card. 
[0009] this invention solves the above-mentioned conventional problem, and aims at curtailment of the step accompanying the 
improvement in security and it by fingerprint authentication. 

[0010] Moreover, the user of electronic equipment is managed with a fingerprint and it aims at enabling it to charge a copy machine 
etc. for every section. 

[ 0011 ] . . . 

[Means for Solving the Problem] The fingerprint read station which formed fingerprint authentication equipment in the electric power 

switch or the switch of operation of electronic equipment in this invention in order to solve the above-mentioned technical problem, 
The fingerprint authentication section which compares the fingerprint registration section which can register two or more men's 
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-fingerprint with the reading fingerprint data and the registration fingerprint data of the fingerprint registration section read by the 
fingerprint read station. It considered as the composition possessing a means to operate electronic equipment based on the comparison 
result of the fingerprint authentication section, the means which will turn OFF a power supply if electronic equipment carries out after 
[ a start of operation ] fixed time progress, and a means to recognize the person who used electronic equipment. Thus, since starting 
and operation of are not done unless authentication operation becomes unnecessary and it clears fingerprint authentication, but a 
power supply ON state also goes out in fixed time by having constituted, while being able to prevent an unauthorized use, it can be 

used by two or more men of specification [a device], and a device user can be discriminated and displayed. . 

[0012] Moreover, the fingerprint read station was prepared in the telephone call switch of a mobile radio terminal. Thus, by having 
constituted, if authentication operation becomes unnecessary and fingerprint authentication is not cleared, it cannot talk over the 

telephone at a mobile radio terminal, but an unauthorized use can be prevented. , . , 

mo 13] Moreover, the voiceprint authentication section which compares the voiceprint registration section which registers people s 
voiceprint with the audio input voiceprint data and the registration voiceprint data of the voiceprint registration section inputted into 
the transmission microphone, and performs voiceprint authentication, and the means which enables communication of a mobile radio 
terminal based on the result of voiceprint authentication were established. Thus, by having constituted, if authentication operation 
becomes unnecessary and voiceprint authentication is not cleared, either, it cannot talk over the telephone at a mobile radio terminal, 

but an unauthorized use can be prevented. . . , , r 

[0014] Moreover, the fingerprint read station was prepared in the copy switch of a copymg machine. Thus, by having constituted, i 

authentication operation becomes unnecessary and fingerprint authentication is not cleared, a copying machine cannot copy but an 

unauthorized use can be prevented. , . , ,. rr 

[00151 moreover, the difference of registration fingerprint data and reading fingerprint data — a means to ask for data, and di erenc 

- a means to generate a random number based on data was established Thus, by having constituted, a random number is easily 

^Moreover, while generating the digital signature using the random number, a means to attest a partner's digital signature was 
established. Thus, by having constituted, a digital signature and partner authentication can be performed efficiently. 

[0017] Moreover, a means to perform key share processing using a random number was established. Thus, by having constituted, a 

key share can be performed efficiently. , x . 1C 

[0018] Moreover, a means to perform encryption processing by public key encryption usmg a random number was established. Thus, 

by having constituted, encryption processing can be performed efficiently. . . 

[00191 Moreover, the telephone call switch was considered as the multi-stage switch, and fingerprint authentication, a means to 
perform random number generation, and the means that enables communication of a mobile radio terminal based on the result ot 
fingerprint authentication in all the push states of a telephone call switch were established in the half-push state of a telephone ca 
switch. Thus, by having constituted, the function of authentication and a telephone call can be chosen with one switch. 



Embodiments of the Invention] The fingerprint read station which prepared invention indicated to the claim 1 of this mvention m the 
electric power switch or the switch of operation of electronic equipment, The fingerprint authentication section which compares the 
fingerprint registration section which can register two or more men's fingerprint with the reading fingerprint data and the registration 
fingerprint data of the aforementioned fingerprint registration section read by the aforementioned fingerprint read station, A means to 
operate the aforementioned electronic equipment based on the comparison result of the aforementioned fingerprint authentication 
section, The means which will turn OFF a power supply if the aforementioned electronic equipment carries out after [ a start ot 
operation 1 fixed time progress, A means to recognize the person registered into the fingerprint registration section as a person who 
used the aforementioned electronic equipment based on the comparison result of the aforementioned fingerprint authentication section, 
the difference of the aforementioned registration fingerprint data and the aforementioned readmg fingerprint data - with a means to 
ask for data the above - difference -- it is fingerprint authentication equipment possessing a means to generate a random number 
based on data, fingerprint authentication is performed at the time of a switch depression, and while restricting operation at fixe ime 
and preventing an unauthorized use, it has operation of generating a random number usmg the noise component of a fingerprint 
[00211 In fingerprint authentication equipment according to claim 1, invention of this invention according to claim 2 estabhs 
means to attest a partner's digital signature while generating a digital signature using the aforementioned random number, and it has 
operation of simplifying a digital signature and partner authentication. [0022] In fingerprint authentication equipment according to 
claim 1, invention of this invention according to claim 3 establishes a means to perform key share processing usmg the 

aforementioned random number, and has operation of simplifying key share processing. ... , 

[00231 In fingerprint authentication equipment according to claim 1, invention of this invention according to claim es a i 
means to perform encryption processing by public key encryption using the aforementioned random number, and has operation o 

simplifying the encryption processing by public key encryption. 

[00241 Invention of this invention according to claim 5 is set to fingerprint authentication equipment according to claim . mean 
consider the aforementioned telephone call switch as a multi-stage switch, and to perform fingerprint authentication and random 
number generation in the half-push state of the aforementioned telephone call switch. The means which enables communication of the 
aforementioned mobile radio terminal based on the result of fingerprint authentication in all the push states of the aforementioned 
telephone call switch is established, and it has operation of making authentication and random number generation, and a telephone call 

serve a double purpose with one switch. 

[0025] 

[0026] 

[0027] 

T00281 

[0029] Hereafter, the form of operation of this invention is explained in detail, referring to drawing 1 and drawin g 2 . 
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{0030] (Form of the 1st operation) The form of operation of the 1st of this invention Prepare a fingerprint read station in the electric 
power switch of a mobile radio terminal, and two or more men's fingerprint is registered into the fingerprint registration section. The 
fingerprint authentication section compares the reading fingerprint data and the registration fingerprint data of the fingerprint 
registration section which were read by the fingerprint read station. While recognizing a user based on the comparison result of the 
fingerprint authentication section, a mobile radio terminal is operated. When communication of a mobile radio terminal is enabled 
based on the result which compared the voiceprint data of input voice with the registered voiceprint data and a mobile radio terminal 
carries out after [ a start of operation ] fixed time progress, it is fingerprint authentication equipment which turns OFF a power supply . 
[0031] Drawing 1 is the functional block diagram of the fingerprint authentication equipment of the form of operation of the 1 st of this 
invention. In drawing 1 , an electric power switch 1 is an electric power switch of a mobile radio terminal. The fingerprint read station 
2 is a means to read a user's fingerprint. The fingerprint registration section 3 is the storage which registered two or more men's 
fingerprint. The fingerprint authentication section 4 is a means to compare the reading fingerprint data and the registration fingerprint 
data of the fingerprint registration section 3 which were read by the fingerprint read station 2. The motion-control section 5 is a means 
to operate a mobile radio terminal based on the comparison result of the fingerprint authentication section 4. A microphone 6 is a 
microphone for transmission of a mobile radio terminal. The voiceprint registration section 7 is the storage which registered two or 
more users' voiceprint. The voiceprint authentication section 8 is a means to compare the voiceprint data and registration voiceprint 
data of input voice, and to perform voiceprint authentication. The timer section 9 is a means which turns OFF a power supply, when a 
mobile radio terminal carries out after [ a start of operation ] fixed time progress. The user recognition section 10 is a means to 
recognize the person who used the mobile radio terminal. 

[0032] Operation of the fingerprint authentication equipment of the form of operation of the 1st of this invention constituted as 
mentioned above is explained. 

[0033] A fingerprint is read by the fingerprint read station 2 prepared in the electric power switch 1 of a mobile radio terminal. Two or 
more men's fingerprint is registered into the fingerprint registration section 3. The fingerprint authentication section 4 compares the 
reading fingerprint data and the registration fingerprint data of the fingerprint registration section 3 which were read by the fingerprint 
read station 2. The person who used the mobile radio terminal in the user recognition section 10 according to the fingerprint 
authentication result is recognized. Although the motion-control section 5 operates a mobile radio terminal based on the comparison 

result of the fingerprint authentication section 4, it does not still have an end possible [ communication ]. 

[0034] Two or more men's voiceprint is registered into the voiceprint registration section 7. The voiceprint authentication section 8 
compares the audio input voiceprint data and the registration voiceprint data of the voiceprint registration section 7 which were 
inputted into the microphone 6, and voiceprint authentication is performed. Communication of a mobile radio terminal is enabled 
based on the result of voiceprint authentication. It uses together with fingerprint authentication, voiceprint authentication is performed, 
and security is raised more. By registering two or more fingerprints and voiceprints of people, a mobile radio terminal can be used by 

two or more men. 

[0035] If a mobile radio terminal carries out after [ a start of operation ] fixed time progress, a power supply will be turned OFF by the 
timer section 9. Since a power supply is shut off in fixed time by the timer section 9 even if it carries out authentication success and 
starts, an unauthorized use can be prevented also by loss with operating state, or the case of a theft. 

[0036] As mentioned above, with the form of operation of the 1st of this invention, since it considered as the composition which 
fingerprint authentication equipment is formed for the fingerprint authentication section in the electric power switch of a mobile radio 
terminal, and a switch and fingerprint authentication are interlocked, and is operated by fingerprint authentication, fingerprint 
authentication can be performed only in operation of pushing a switch, and security can be raised. 

[0037] In addition, although the form of this operation explained what formed fingerprint authentication equipment in the mobile radio 
terminal, a fingerprint read station can be prepared in the electric power switch or copy switch of a copying machine, and the user of a 
copying machine can also be limited. Thus, even if it does not use a magnetic card, it can charge for every section, and accounting 
management can be performed easily and strictly with prevention of an unauthorized use. 

[0038] (Form of the 2nd operation) The form of operation of the 2nd of this invention Use a multi-stage switch for a mobile radio 
terminal, and if it is all push, it will talk over the telephone. It is fingerprint authentication equipment which will perform 
authentication and random number generation if it is half-push, generates a random number from the difference of the fingerprint 
recognized to be a registered fingerprint, performs a digital signature and partner authentication using a random number, does key 
sharing using a random number, and performs encryption by public key encryption using a random number. 

[0039] Drawing 2 is the functional block diagram of the fingerprint authentication equipment of the form of operation of the 2nd of 
this invention. In drawing 2 , it is the multi-stage switch which the telephone call switch 21 performs fingerprint authentication and 
random number generation in a half-push state, and enables communication of a mobile radio terminal based on the result of 
fingerprint authentication in all push states, the random number generation section 22 -- the difference of registration fingerprint data 
and reading fingerprint data - data - asking - difference - it is a means to generate a random number based on data The digital 
signature section 23 is a means to attest a partner's digital signature while generating a digital signature using a random number. The 
key share processing section 24 is a means to perform key share processing using a random number. The encryption processing 
section 25 is a means to perform encryption processing by public key encryption using a random number. 

[0040] Operation of the fingerprint authentication equipment of the form of operation of the 2nd of this invention constituted as 
mentioned above is explained. In the half-push state of the multi-stage telephone call switch 21 of a mobile radio terminal, fingerprint 
authentication and random number generation are performed and communication of a mobile radio terminal is enabled in all the push 
states of the telephone call switch 2 1 based on the result of fingerprint authentication. 

[0041] the random number generation section 22 - setting -- difference, such as a position of the fingerprint of registration fingerprint 
data and reading fingerprint data, a range, an angle, and the amount of data, - data ~ asking - difference ~ a random number is 
generated for data as seed of a pseudo-random number generator In the digital signature section 23, while generating a digital 
signature using a random number, a partner's digital signature is attested. In the key share processing section 24, key share processing 
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is performed using a random number. In the encryption processing section 25, encryption processing by public key encryption is 
performed using a random number. Since the random number is required for an ElGamal signature, a DSA signature, an ellipse 
ElGamal signature, an ellipse DSA signature, an D-H key share, an ellipse DH key share, an ElGamal code, and an ellipse ElGamal 
code, generation of a digital signature etc. can be easily performed using the random number for which it asked from fingerprint data. 
[0042] as mentioned above, with the form of operation of the 2nd of this invention Using a multi-stage switch, fingerprint 
authentication equipment will be talked over the telephone, if it is all push. Since authentication and random number generation were 
performed, the random number was generated from the difference of the fingerprint recognized to be a registered fingerprint and it 
considered as the composition which performs a digital signature and partner authentication, key share, and encryption by public key 
encryption using the random number when it was half-push Various kinds of cipher processing can be easily performed using the 
random number generated from the fingerprint. 

[0043] . . 

[Effect of the Invention] As mentioned above, the fingerprint read station which formed fingerprint authentication equipment in the 

electric power switch or the switch of operation of electronic equipment in this invention, The fingerprint authentication section which 
compares the fingerprint registration section which can register two or more men's fingerprint with the reading fingerprint data and the 
registration fingerprint data of the fingerprint registration section read by the fingerprint read station, Since it considered as the 
composition possessing a means to operate electronic equipment based on the comparison result of the fingerprint authentication 
section, the means which will turn OFF a power supply if electronic equipment carries out after [ a start of operation ] fixed time 
progress, and a means to recognize the person who used electronic equipment Fingerprint authentication is carried out by one 
operation, those who use a terminal can be discriminated and the effect that an unauthorized use can be prevented also by the case of 
loss or a theft while ** has been operating state is acquired. 

[0044] Moreover, since it considered as the composition which the fingerprint authentication section is prepared [ composition ] in the 
telephone call switch of a mobile radio terminal, and interlocks a switch and fingerprint authentication, fingerprint authentication is 
carried out by telephone call switch operation, and the effect that the unauthorized use of a mobile radio terminal can be prevented is 

acquired. _ ... 

[0045] Moreover, since the voiceprint authentication section which compares the voiceprint registration section which registers 
people's voiceprint with the audio input voiceprint data and the registration voiceprint data of the voiceprint registration section 
inputted into the transmission microphone, and performs voiceprint authentication, and the means which enable communication of a 
mobile radio terminal based on the result of voiceprint authentication established, the effect that security can raise more is acquired. 
[0046] Moreover, since the fingerprint authentication section was prepared in the copy switch of a copying machine, while carrying 
out fingerprint authentication by operation of a copy switch, interlocking a switch and fingerprint authentication and being able to 
prevent the unauthorized use of a copying machine, the effect that accounting for every section etc. is made easily is acquired. 

[0047] moreover, the difference of registration fingerprint data and reading fingerprint data — a means to ask for data, and difference - 
- since a means to generate a random number based on data was established, the effect that a random number is easily generable is 
acquired from the noise component of a fingerprint 

[0048] Moreover, since a means to attest a partner's digital signature was established while generating the digital signature using the 
random number, the effect that a digital signature and partner authentication can be performed simply is acquired from a random 
number. . 

[0049] Moreover, since a means to perform key share processing using a random number was established, the effect that key sharing 
can be done easily is acquired from a random number. 

[0050] Moreover, since a means to perform encryption processing by public key encryption using a random number was established, 
the effect that encryption processing by public key encryption can be performed easily is acquired from a random number. 

[0051] Moreover, a telephone call switch considers as a multi-stage switch, and since fingerprint authentication, a means perform 
random number generation, and the means that enables communication of a mobile radio terminal based on the result of fingerprint 
authentication in all the push states of a telephone call switch established in the half-push state of a telephone call switch, the effect 
that authentication and random number generation, and a telephone call can carry out easy is acquired with one switch. 



[Translation done.] 
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-* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 

3. In the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 11 The functional block diagram of the fingerprint authentication equipment of the gestalt of operation of the 1 st of this 

invention, . r ^ a * u> 

[Drawing 21 The functional block diagram of the fingerprint authentication equipment of the gestalt of operation of the 2nd of this 

invention, . , 

[Drawing 3] It is the functional block diagram of a radio terminal which performs the conventional fingerprint authentication. 

[Description of Notations] 

1 Electric Power Switch 

2 Fingerprint Read Station 

3 Fingerprint Registration Section 

4 Fingerprint Authentication Section 

5 Motion-Control Section 

6 Microphone 

7 Voiceprint Registration Section 

8 Voiceprint Authentication Section 

9 Timer Section 

10 User Recognition Section 

21 Multi-stage Switch 

22 Random Number Generation Section 

23 Digital Signature Section 

24 Key Share Processing Section 

25 Encryption Processing Section 
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-♦ NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 

3. In the drawings, any words are not translated. 



DRAWINGS 
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